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I. Workstation and Browser Configurations

The CyberTools for Libraries HTML Search Catalog (OPAC) may be accessed from any
workstation, smart phone, tablet computer, or browser. The instructions in this document
are not needed when accessing the CyberTools HTML OPAC.

These instructions are for those using the CyberTools for Libraries Staff Functions.
The workstation should run Windowse XP/2K/Vista/7 with any of the following browsers:

Microsoft Internet Explorere (hereinafter IE) versions 7, 8, or 9;
Mozilla Firefoxe 9 or better;

Google Chromem™ version 16 or better;

Apple Safarie version 5 or better.

IE needs ActiveXe enabled. All browsers must enable JavaScript and Java™. Java™ version
1.4 or better is required. The following URL will test if you have Java on your workstation:

http://java.com/en/download/testjava.jsp

Your browser, its toolbars, and/or your organization firewall cannot block pop-ups from
*.CyberTools.biz and *.CyberToolsForLibraries.com. Proxy servers need to exempt the
same CyberTools names. Firewalls need port 20004, 443, or 23 open.

Browser-specific instructions for these requirements are found in sections A thru D.
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http://java.com/en/download/testjava.jsp

A. Internet Explorere — Versions 7, 8, and 9
1. Enable ActiveX®

For IE7, you need the IE7 Menu Bar "File Edit...Tools Help". If it is not displayed, right click
on the background under the title bar and above the page space, then select "Menu Bar"

{= Blank Page - Windows Internet Explorer

o |g, about:blank "| +p )
{'j afr l'_féﬂlank Page l %

| Status Bar
WebEx Productivity Tools

If your IE displays a Menu Bar, select Tools->Internet Options:

CEX

{= Blank Page - Windows Internet Explorer

—

.\—_ _/

File Edit View Ip

'i:f 1'1‘}'1‘? I"_',éBIank Page Frowsing History...
Pop-up Blocker 4
Phishing Filter 3
Manage Add-ons 3

Windows Update

Windows Messenger

= i@, Croblems. ..
Internet Options

If instead your IE displays a "gear" icon on the upper right, click on the gear icon and select
"Internet Options".

Print

File »
Zoom (100%) 3
Safety 3
View downloads Ctrl+)

Manage add-ons

F12 developer tools

Go to pinned sites
Internet options
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You should now see the IE pop-up "Internet Options":

Internet Options '
o —
General fj Security I>rivacy I Content I Connections I Programs I Advancedl

-3 iew or change security settings.

@ & v O

lcal intranet  Trusted sites  Restricted
sites

Internet

. . . Sites
O This zone is for Internet websites,

except those listed in trusted and
restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
| - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer

l Custom level... I

Reset all zones to default level

Default level

[ oK ] l Cancel Apply

Select the Security tab.

For IE8 and IE9, select the check box "Enable Protected Mode". IE7 does not have this
check box.

In "Select a zone to view or change security settings" select Internet. In panel "Security
level for this zone" select [Custom level]. Scroll down to the section "ActiveX Controls and
Plugins". We recommend very conservative settings. If the settings do not look like those
shown in the next 3 windows, change them as necessary.
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Security Settings - Internet Zone

Security Settings - Internet Zone

Settings

|| ActiveX controls and plug-ins ~
|| Allow previously unused ActiveX controls to run without prar B
(®) Disable
() Enable
|| Allow Scriptlets
(¥ Disable
() Enable
O Prompt
|#| Automatic prompting for ActiveX controls
(® Disable
() Enable
|| Binary and script behaviors
() Administrator approved
() Disable
(%) Enable

wi| Mierlaw vidan and animatnn an 3 sshnans that drae At oes :

<
*Takes effect after you restart Internet Explorer

Reset custom settings

Reset10: | mMadium-high (default)

l

Settings

|#| Display video and animation on a webpage that does not use A
(%) Disable B
() Enable
|#| Download signed ActiveX controls
() Disable
() Enable (not secure)
(%) Prompt (recommended)
|#| Download unsigned ActiveX controls
(%) Disable (recommended)
() Enable {not secure)
O Prompt
|#| Initizlize and script ActiveX controls not marked as safe for s
(3) Disable {recommended)
() Enable (not secure)
O Prompt

&l Dom Asbiua¥ samdeale smd shosine :
< | >
*Takes effect after you restart Internet Explorer
Reset custom settings
Resetto:  |vedum-high (default) v| [ Rreset.. |
[ 0K ] ’ Cancel ]

Security Settings - Internet Zone

Settings

O Prompt e
|#| Initizlize and script ActiveX controls not marked as safe for s B
(%) Disable {recommended)
() Enable (not secure)
() Prompt
|#| Run ActiveX controls and plug-ins
() Administrator approved
() Disable
(#) Enable
O Prompt
|#| Script ActiveX controls marked safe for scripting™
() Disable
(%) Enable
O Prompt
,9& Downloads
aft A1 bmrnztie meaeetine Far fila Aroelneds

| %

<
*Takes effect after you restart Internet Explorer

| w

Reset custom settings

Besetto: | Medium-high (default)

v| [ Reset... ]

[ 0K l [ Cancel

|

IE8 and IE9 have the additional setting parameter "Only allow approved domains to use

Active X without prompt". Set to "Enable".
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For IE9 only, the very first parameter "Allow ActiveX Filtering" should be set to "Enable".
If all else fails, please ask your IT group for help in making the IE browser changes.

2. Java™ must be enabled and properly configured.

For IE7, go to the Menu Bar and select Tools->Internet Options->Advanced tab. Scroll

down to "Java (Sun)" and select the check box for "Use JRE ...". (Your Java™ version
number will be different than the one shown in the graphic here.)

Internet Options

General || Security | Privacy || Content | Connections F'ru::gramsl Advanced[

Settings

| £ Java (5un)
Use JRE 1.6.0_30 for <applet= (requires restart)
< Multimedia

[l Aluimsim imm PlasrTome Fae LITRAL 3

82

For IE8 or IE9, if your IE displays a Menu Bar, select Tools->Internet Options->Manage
add-ons. If your IE8 or IE9 displays the gear icon, click on the gear icon->Internet Options-
>Programs->Manage add-ons. Scroll down to Sun Microsystems and be sure that the
Java™ Plug-in is enabled.

View and manage your Internet Explorer add-ons

Add-on Types Name Publisher : Status Load time *
& Toolbars and Extensions NotAJvailabIe I

12 Search Providers [ Blog This in Windows Live Writer Not Available Enabled

@ﬁcceleratcrs Send to Bluetooth Device... Mot Availakle Enabled

) Tracking Protection Skype Technologies SA I

Skype Browser Helper Skype Technologies 54 Disabled
e Click to Call 5|

£ Technaologies SA Enabled
E—

Sun Microsystems, Inc.
Java(tm) Plug-In 55V Helper Sun Microsystems, Inc, Enabled 003 s
Javaitm) Plug-In 2 55V Helper Sun Microsystems, Inc. Enabled 0.08 s

Show:
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3. Allow pop-ups from CyberTools

If your IE displays a Menu Bar, select Tools->Internet Options ->Privacy. If instead your IE
displays the gear icon, click on the gear icon->Internet Options ->Privacy.

If the check box "Turn on Pop-up Blocker" is selected, then in the "Pop-up Blocker" panel
select the push button [Settings] to yield the "Pop-up Blocker Settings" window:

F Il
Pop-up Blocker Settings Iﬂ

Exceptions

Pop-ups are cumently blocked. You can allow pop-ups from specific
# | websites by adding the site to the list below.

Address of website to allow:
* cybertools biz| Add

Allowed sites:

* cyberoolsfodibraries.com Bemove

Remowve all...

Enter *.CyberToolsForLibraries.com into the field "Address of website to allow" and select
push button [Add]. Repeat for *.CyberTools.biz.

If you are using toolbars from third party vendors such as Google or Yahoo, the pop-up
blockers for these toolbars also need to have *.CyberToolsForLibraries.com and
*.CyberTools.biz set as exceptions.

B. Mozilla Firefoxe

1. Select Firefoxe Options

If Firefoxe does not display the Menu Bar "File Edit...Tools Help" then select the Firefoxe
drop in the top left corner->Options->Options:

Flrenx S

EOX

» 5 7Bookmarks D[_
P

[5% Start Private Browsing History
' Downloads e @« B

Find...
Save Page As..
Send Link...

= Print... 4 Men.u Bér

- v Mavigation Toolbar
Weh Developer 3 Bookmarks Toolbar
Ful Screen Add-onBar  Cirl+/
| setupsync. v Tabs on Top
[ Exit Toolbar Layout...

6|Page



Otherwise if there is the Menu Bar, select Tools->Options.

2. Verify that the Java™ platform plugin is enabled:

Options->General->Manage Add-ons->Plugins:

) Add-ons Manager - Mozilla Firefox |:||E|[z|
File Edit WView History Bookmarks Tools Help
J & Add-ons Manager | + | =
2 - »
Chedk to see if your plugins are up to date
& 1
[ ss Java Deployment Toolkit 6.0.300.12 6.0.300.12
- MPRuntime Script Plug-in Library for Java(TM) Deploy Maore =
o
—  ga Java(TM) Platform SE 6 U30 6.0.300.12
%:f,:' Mext Generation Java Plug4n 1.6.0_30 for Mozilla browsers  Maore
w w

3. Verify that JavaScript is enabled: Options->Content

Options

General Tabs Content  Applications  Privacy  Security

]

d =3 &z % o £ @ .?"“

Sync Advanced

Block pop-up windows

Load images automatically

Enable JavaScript

4. Allow pop-ups. From Options->Content:

Exceptions...

Exceptions...

Advanced...

If "Block pop-up windows" has been selected then click its push button [Exceptions]:
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U Sl & & 2 Q £

General Tabs Content  Applications  Privacy  Security Sync Advanced

Block pop-up windows

SERUEEER ) Allowed Sites - Pop-ups
Enable Javascri

You can specify which websites are allowed to open pop-up
windows, Type the exact address of the site you want to allow
Fonts & Colors and then dick Allow.

Default font: |Timef Address of website:

Languages

Site Status
*.cybertools. biz Allow 25

Choose your prefer

*.cybertoolsforlibraries. com Allaw o

| Remowve Site | | Remowve &ll Sites

Enter *.CyberToolsForLibraries.com into the field "Address of website" and select push
button [Allow]. Repeat for *.CyberTools.biz.

If you are using toolbars from third party vendors such as Google or Yahoo, the pop-up

blockers for these toolbars also need to have *.CyberToolsForLibraries.com and
*.CyberTools.biz set up as exceptions.

8|Page



C. Google Chromem
1. Enable Java™ plug-in.

Click the "wrench" icon on the right side of the toolbar:

' -:.. Google * ! A, Options - Content Settings 'j

& C | © chrome://settings/content a8
b
Options U
Plug-ins (® Run automatically (recommended)
|  Block all
Pr

Manage exceptions. ..
Basics
Disable individual plug-ins... N

Personal Stuff

Under the Hood

Pran.aine 1 Allraw all citae ta chrw ranoine

<

b
ks >

Choose Options->Under the Hood. Click Content Settings and scroll down to Plug-ins.
Click on the link "Disable individual plug-ins" to bring up this window:

*§ Google %\ A, Options - Cor * [ 9 Plug-ins
C @ about:plugins e A

>

Disable

Java (2 files) - Version: 6.0.30012
MPRuntime Script Plug-in Library for Java(TM) Deploy

Disable

(£

First click Disable under "Skype Toolbars" if it is present. This plug-in will cause problems
when invoking CyberTools if it is enabled.

Next, if the Java line shows "Download Critical Security Update", click on this link which will
lead you through the installation of a more updated version of Java™.

If you see a warning that chromeinstall.exe may pose a risk to your computer, click the
Keep button to ignore the warning.
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2. Allow JavaScript and pop-ups.

Click the "wrench" icon on the right side of the toolbar. Choose Options->Under the Hood.
Click "Content Settings" and scroll down to JavaScript. Be sure that "Allow all sites" is
checked.

<, Options - Content Settings ~ »

L C' | @ chrome://settings/content oA
. 0 Do not show any images 2

Opt|0ns U | Manage exceptions... |
Search options | | ) E

Basics JavaScript ® Allow all sites to run JavaSeript [recommended)
O Do not allow any site to run JavaScript

FErall ELU | Manage exceptions... |
Under the Hood w
< | 3

Then scroll down to pop-ups:

<, Options - Content Settings *

€« C' (O chrome://settings/content w A
o ~
Options U
Pop-ups O Allow all sites to show pop-ups
Search options | Pr ( Do nat allow any site to show pop-ups (recommended)
Basics | Manage exceptions._.
Personal Stuff N
Under the Hood Location C: Allow all sites to track my physical location v
< | >
€« C' | @ chrome://settings/contentExceptions#popups A S
-]
Options u Pop-up Exceptions
Po
Hostname Pattern Behavior
Pr ||
Basics |—:: a new hostname pattern | ‘Allow =
Personal Stuff
lindar tha Hrnd Lol ™)
& | >

If "Do not allow any site to show pop-ups" is selected, then click on the push button
[Manage exceptions]. In the resulting "Pop-up Exceptions" panel enter
CyberToolsForLibraries.com into the field "Hostname Pattern” and select push button
[Allow]. Repeat for maple.CyberToolsForLibraries.com and CyberTools.biz.
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D. Apple Safarie
1. Allow pop-ups.

Click on the gear icon in the upper right corner and clear the check "Block Pop-Ups".
Unfortunately there is no way in Safarie to specify websites.

| ) ) C‘ 70\' Go
& [J] ## Apple Yahoo! Google Mag Customize Toolbar...

Show Menu Bar

o STte Hide Bookmarks Bar Ctrl+Shift+B
o Show Tab Bar Ctrl+Shift+T
KEf ma .a ;.’; = m — Show Status Bar Ctrl+/
— e sl 1 {
= et = B !
& R Show Reading List Ctrl+Shift+L

L 0 Enter Full Screen F11

History Ctrl+H
Downloads Ctrl+Alt+L

Private Browsing...

Block Pop-Up Windows Ctrl+Shift+K

YouTube - E Preferences... Ctrl+,

http

Report Bugs to Apple...

Safari Extensions...

Ahnut Safari

2. Enable Java™ and JavaScript.

Click the gear icon, select Preferences and click the Security tab. Be sure the boxes
"Enable Java", "Enable JavaScript", and "Enable plug-ins" are all checked. You can also
confirm here that pop-ups are not blocked.

Security &J‘
i @ vmE[Z QLB O

General Appearance Bookmarks Tabs RS5  AutoFill 'Security Privacy Extensions Advanced

Fraudulent sites: Warn when visiting a fraudulent website

Web content: Enable plug-ins
Enable Java
Enable JavaScript
[7] Black pop-up windows

Ask before sending a non-secure form to a secure website

If you are using toolbars from third party vendors such as Google or Yahoo, the pop-up
blockers for these toolbars also need to have *.CyberToolsForLibraries.com and
*.CyberTools.biz set as an exception.
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Il. Starting the Application

A. When you first start the application, you should see a web page with this content:

) CyberJ Connection - Mozilla Firefox E\E\E\
File Edit View Higtory Bookmarks Tools Help

Cyber] Connection | + |

é maple.cybertoolsforlibraries.com/cyberi La 1.7 [ "' 1 f
A
Making connection ...

This page might ask vou to "Close Window?", meaning close this
instance of the browser. Please select a push button that will close the
original browser. By closing this window you will be able to work
better: the software will start another mstance of your browser, making
the first instance unnecessary.

Java and Javascript must be enabled. Disable pop-up blockers for
* _cybertoolsforlibraries.com (or for your own server that might deliver this software).

If this page does not start the application after a few minutes, then please see the
Cyvber] Browser Information page Starting the Application.

Testing java capabilities... v
5un Microsystems Inc. |1.6.0_30

B. If this web page includes the text shown at the bottom of the page "Java is not
working with your browser", then see Section |. Workstation and Browser
Configurations for installing ActiveXe and/or Javam.

¥) Cyber.J Connection - Mozilla Firefox

Ele Edit W¥ew Higtory Bookmarks Tools Help

| Cyber] Connection | + |

6 maple cybertoolsforlibraries. com/cyberi/libra 1.7 C|l% l - > E 3

Making connection ...

This page might ask vou to "Close Window?", meaning close this
instance of the browser. Please select a push button that will close the
original browser. By closing this window you will be able to work better:
the software will start another instance of your browser, making the first
instance unnecessary.

Java and Javascript must be enabled. Disable pop-up blockers for
*_cybertoolsforlibraries.com (or for vour own server that might deliver this software).

If this page does not start the application after a few minutes, then please see the Cyber]
Browser Information page Starting the Application.

Testing java capabilities. ..

Java is not working with your browser.
Please see Cyber] Browser Information.

Otherwise, if you have installed Java™, continue to the next step.
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C. At this point, you should see this small browser launched from step A.

/) http:/ /cybertoolsforlibraries.com/cyberj/demo_bootstrap.htmi?xe

File Edit View Favorites Tools Help

The program will take a moment to start. Please be patient and do NOT press the
push button Run Back Office Again in the bottom frame. You may press that button
if you first run Back Office and then exit. Note that Java and Javascript must be
enabled.

Once the application is running, then minimize this browser.

If you are using Internet Explorer, please note that you cannot start a second

=10 x|
Norton Antivirus k) l“
A]

browser running CyberTools while this one is also running. =~
-
Run Demo Again | Save Seftings | Reset Settings I Colors | Fonts | About |
Connecting...
=> node: cybertoolsforlibraries.com port: 20004 b
Attached to CyberTools M router on node cybertoolsforlibraries.com
Attached to Session Server on node 127.0.0.1
=
|&] Applet Cyberweb started ’_ [— |— 0 Internet 7

If you do not see this small browser, you have one of two problems:

1. Your browser, your browser's toolbar(s), and/or your corporate firewall is/are blocking
pop-ups. If so, see the instructions in Section I. Workstation and Browser Configurations of

this document for how to disable the pop-up blocker for your browser and/or toolbar(s).

2. Java™ did not install correctly. Please try the following:

a. Go to your [Start] button, and select Settings->Control Panel->Java™ Plug-In, and panel
Browsers. If your browser isn't checked, please select it and then select [Apply]. Close all

instances of your browser and test again.

b. See Sun's Enable Java™ software through your Web browser which tells you how to

check if Java™ is installed properly.

c. Now go to Sun's Test your Java™ Virtual Machine. Was it successful?
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http://java.com/en/download/help/enable_browser.jsp
http://java.com/en/download/help/testvm.jsp

lll. Browser's Security Windows and Java~ Privileges

Goggle’s Chromem™ will start with:

. (5|

Cyber) Con ."-, & Java and Geo 2, Options - C ¢ Plug-ins -.l Google Chr

| € C' | ®© cybertoolsforlibraries.com/cyberj/library_bootstrap.ntml?xec=C4LBO&Tunne vg | & X

: * The Java plug-in needs your permission to run. lRun this timel lAIways run on this sitel Le..

| . . -
Making connection ...

|£| chromeinstall (1).exe T |£| chromeinstall.exe T ¥ Show all downloads.. X

Click "Always run on this site". You should not see this message again.

All browsers should now display a new, small instance of your browser:

ybertoolsforlibraries.com/cyberj/demo_bootstrap.h

File Edit View Favorites Tools Help |NovtunAnt'Nirus g -

The program will take a moment to start. Please be patient and do NOT press the
push button Run Back Office Again in the bottom frame. You may press that button
if you first run Back Office and then exit. Note that Java and Javascript must be
enabled.

Once the application is running, then minimize this browser.

If you are using Internet Explorer, please note that you cannot start a second

browser running CyberTools while this one is also running. |
=}
Run Demo Again | Save Seftings | Reset Settings I Colars ] Fonts | Aboutl
Connecting...
== node: cybertoolsforlibraries.com port: 20004 b
Attached to CyberTools M router on node cybertoolsforlibraries.com
Attached to Session Server on node 127.0.0.1
=
|&] Applet Cyberweb started ’_ ’_ ’_ | Internet 4

For Internet Explorere only, the security warning shown next will pop up. Check the box
"Always trust content from this publisher" and click "Run":

Warning - Security @

The application's digital signature cannot be verified.
Do you want to run the application?

Name: CyberWeb
Publisher: UNKNOWN

From: http://cybertoals.biz

[ &iways trust content from this publisher:

your personal information at risk. Run this application only if you More Information...

@ This application vill run with unrestricted access which may put
= trust the publisher.
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Do not be concerned about the warning at the bottom of the window. You do NOT expose
your computer to any danger by accepting these CyberTools requests from your browser.

Starting with the Java™ release Version 6 Update 20, a.k.a. 1.6.0_20, Java™ no longer
accepts CyberTools's method of identifying (signing) the Java™ program named CyberWeb.
Now when you use a browser to connect to your "Staff Functions" or "Circulation
Functions", you will see this message:

Warning - Security

Java has discovered application components that could M
indicate a security concern. !

Mame: CyberWeb

Block potentially unsafe components from being run? (recommended)

Maore Information...

II_.'._II The application contsins both signed and unsigned code.
N/ Contact the application vendor to ensure that it has not been tampered with.

The CyberTools Java™ program CyberWeb has not changed and is safe.

Please select the push button [NO].
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IV. Browser Connects to the Database Server

Once you grant the browser privileges, the small browser should have an "Attached"
message:

’3 http://cybertoolsforlibraries.com/cyberj/demo_bootstrap.htn

=101x]

File Edit View Favorites Tools Help |Nortnn Antivirus Q -

The program will take a moment to start. Please be patient and do NOT press the
push button Run Back Office Again in the bottom frame. You may press that button

if you first run Back Office and then exit. Note that Java and Javascript must be
enabled.

Once the application is running, then minimize this browser.

If you are using Internet Explorer, please note that you cannot start a second
browser running CyberTools while this one is also running,

=
=
Run Demo Again | Save Settings | Resst Settings | colors | Fonts | about |
Connecting...
== node: cyhertoolsforlibraries.com port: 20004 b
Aftached to CyberTools M router on node cybertoolsforlibraries.com
Aftached to Session Server on node 127.0.0.1
=
|&] Applet Cyberweb started l— [_ l_ | Internet 4

If you see this message, then congratulations! You have a direct connection from your
browser to the database server. The subsequent application should be very fast. You
should feel as though the server is next to your desk. If you don't have a direct connection,

then the message will report "java.net ConnectException: Connection refused" and then
report that it is making a tunnel connection:

/7 http://cybertoolsforlibraries.com/cyberj/demo_bootstrap.htn !
File Edit View Favorites Tools Help |Norton Antivirus Q -

The program will take a moment to start. Please be patient and do NOT press the
push button Run Back Office Again in the bottom frame. You may press that button
if you first run Back Office and then exit. Note that Java and Javascript must be
enabled.

Once the application is running, then minimize this browser.

If you are using Internet Explorer, please note that you cannot start a second
browser running CyberTools while this one is also running.

jod|
=
Run Demo Again | Save Setiings | Reset Settings | Colors | Fonts | anout |
Connecting...
== node: cybertoolsforlibraries.com port: 20004 b
java.net.ConnectException: Connection refused: connect
Making Tunnel connection to hitpicybertoolsforlibraries.comicgi-hinftunnel
=
|&] Applet Cyberweb started l_ [_ l_ | Internet 4
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For many of our users, the tunnel connection is fast enough. Others may report that
windows can take many seconds to appear. We can help you fix this. Tunneling is slow if
your organization has an Internet bandwidth problem, or a slow firewall and/or a slow proxy
server. CyberTools's servers are exceptionally fast, and our bandwidth is nearly always
wide open.

To fix this tunneling problem, your organization needs to allow a direct connection to
CyberTools's servers. Do this by following the steps in the following sections of this
document, Proxy Servers and Firewalls.

V. Proxy Servers

Proxy servers slow any application, including CyberTools. If your organization uses a proxy
server, then your browser needs to ignore the proxy server to achieve a direct connection to
the database server. You can do this step yourself: you do not need your IT staff.

A. Internet Explorere

If your IE displays a Menu Bar, select Tools->Internet Options->Connections->LAN
Settings. If your IE displays the gear icon, click on the gear icon->Internet Options-
>Connections->LAN Settings. If "Use a proxy server" is selected, then select its [Advanced]
push button, and add to the Exceptions the values *.CyberToolsForLibraries.com and
*.CyberTools.biz.

—Servers
ml, Type Proxy address to use Port
GEE HTTP: ]your_proxy_server : IBUUD
Secure: | your_proxy

ETP: l YOour_pire

Gopher: I VOur_proxy

Socks: ] g |

[V Use the same proxy server for all protocols

—Exceptions
(ml, Do not use proxy server for addresses beginning with:
Sl

“* cybertoolsforlibraries.com| il

Use semicolons { ; ) to separate entries.

OK I Cancel |

Then select the [OK] button on this window and all subsequent windows.

17 |Page



B. Mozilla Firefoxe

From the menu bar, choose Tools->Options->Advanced->Network->"Connections" Settings
to bring up this window:

Connection Settings [&J

Configure Proxies to Access the Internet
Mo proxy
Auto-detect prowy settings for this network

@ Euse system proxy settings

Manual proxy configuration:

HTTP Proxy: Port: 0F
Use this proxy server for all protocols
SS5L Proxy: Port: [i]
ETP Proxy: Port: 0
SOCKS Host: Port: 0f
SOCKS vé SOCKS ¥5
No Proxy for | lecalhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Automatic proxy cenfiguration URL:

Reload

[ OK l | Cancel | | Help |

If there is a Manual proxy configuration, then add "*.CyberToolsForLibraries.com,
*.CyberTools.biz" to the No Proxy list.

C. Google Chromem

Google Chrome™ does not provide a user interface to enable or disable proxy server
settings. Google Chrome™ shares Internet Properties settings, and therefore proxy server
settings, via Internet Explorere.

If you have Internet Explorere proxy settings set up on your workstation as described in
section V.A of this document, then Google Chromem™ will work when you access
CyberTools. If you use a proxy server and do not have Internet Explorere on the
workstation from which you access CyberTools, then Google Chrome™ cannot be
configured independently to circumvent the proxy server for CyberToolsForLibraries.com.

D. Apple Safarie

Click the gear icon, and choose Preferences. Click the Advanced tab, and then click the
Change Settings button in the Proxies section. This will bring up an interface identical to the
one described for Internet Explorere in Section V.A. Choose the Connections Tab, then the
LAN Settings button. Set up CyberToolsForLibraries.com as an exception by following the
instructions in Section V.A.
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VI. Firewalls

If you are attempting to connect to CyberTools’s servers, your organization needs to allow a
direct connection to CyberTools's servers *.CyberToolsForLibraries.com and
*.CyberTools.biz for port 20004, 443, or 23. The CyberToolsForLibraries.com IP numbers
are currently 66.205.80.65 through 70 with the mask of 255.255.255.248, i.e., the block
66.205.80.65/29. The CyberTools.biz IP numbers are 75.150.108.249 through 254 with the
mask 255.255.255.248, i.e., the block 75.150.108.249/29. Please do not use IP numbers
since our IP numbers have historically changed every few years. Once your IT staff
implements this "hole" then you will no longer tunnel, and the application will be very fast.

If you are connecting to your own server, your firewall needs to open ports 20,000 through
21,000 to the target server, unless your web master is running CyRouter. Check with your
IT staff and/or Support@CyberToolsForLibraries.com.
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